The host computers used in peer-to-peer systems are often simply desktop computers in users’ offices or homes. What are the implications of this for the availability and security of any shared data objects that they hold and to what extent can any weaknesses be overcome through the use of replication?
A peer to peer network is a network where workloads are broken down to the members or “peers” in the network. Each peer has equal privileges as the other peers in the network. With regards to security, the adversary can access the entire network if they are able to access one peer in the network. By having the most common host computers in a peer to peer system be simple desktop computers from the users’ offices and/or homes, the security of the network is vastly compromised as most of these desktop computers can be easily penetrated and hence lead to hijacking of the system all together.
Any shared data objects within the network is greatly compromised when any of the host computers is successfully targeted for malicious intent. The availability of such shared data objects can be interrupted by the hijacked host as each host in the network has equal privileges. The data objects are also open to manipulation by anyone masquerading as a legitimate host in the network hence their security is not guaranteed. 
Replication, if applied to the network can help prevent unauthorized modification of the security objects within the system. This works by having each host have a copy of the data objects and any changes suggested must be reviewed and agreed upon by every host in the network.
Consider a simple server that carries out client requests without accessing other servers. Explain why it is generally not possible to set a limit on the time taken by such a server to respond to a client request. What would need to be done to make the server able to execute requests within a bounded time? Is this a practical option?
 There are several reasons why it is not possible to set a time limit on a client request to a server that carries out the requests without accessing other servers. One of these reasons is request overload. When a server is left to deal with requests from multiple clients on its own, an overload of requests can occur hence vary the amount of time taken to process the requests. Another reason is errors can occur as the server is processing the request and as there are no redundant servers to detect and handle the requests, the waiting time is increased as the error detection and correction processes have to be performed before any more requests from the clients can be processed.
Some solutions to this problem include controlling the amount of requests performed on the server at any given time. By limiting the amount of requests made to the server at a given time, a timeframe to process the client requests can be set to the maximum time required to process the number of requests set. Another solution can be to fully prevent any errors from taking place. As any error will extend the tie taken to process any request, having a solution to fully prevent any error from occurring will permanently solve the problem.
Unfortunately, this solution is not a very practical option as there is no way of fully guaranteeing that no error will occur in the system. It is also impractical to limit the number of requests to a server as the demands of the users may fluctuate and hence the server must accommodate every user. 
